Annual Data Breach Report - 2017
1. Incident Categories and Team Breakdown

GDC | PMO
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2. Incident Types and Sub-types
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Incident Type Incident Sub-Type

Lost/stolen paperwork Third party error

5 1 Verbal disclosure
5.38% Lost/stolen patient reéﬁg;@ Posted to incorrect recipient 1;) Accidental doct;ment enclosure
3 10
Lost/stolen device 3.239 11% 5%
1
1.08%

Incorrect data disclosed

IT level access
4
4%

to incorrect recipient
37
40%

o incorrect recipient

Failure to update templa
4

Device not secured 4%

3

3.23% Failure to sto

8
9%

Failure to redact data
15
16%



3. Learning Themes, Internal v External
GDC | PMO

Learning Themes Internal v External

Review and update disclosure guidance
3
5%

Whether the incident
was caused by GDC
internal staff or
external bodies such
as Royal Mail

Clarifying operational process
9
15%

Process change / Traini

CRM (system) update required

3
5%
Monitoring autofill
1
2%
Ensuring that GDC systems are

3

5% - addressee/contents

E i tact detail to dat u
nsuring contac : ails are up to date 29%
5%

Double checking - disclosure/redaction
7
12%




